C4i — Centralized Command Control
Collaboration & Intelligence




o C4i 5tlstem: Concept well known to
Military and Intelligence Organizations.

e C4i 5vlstem: Very Sophisticated Real-

time Surveillance and Command & Control
Dispatch System for Warfare — Active or
Covert.
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Lack rigorous real-time capaloiﬁ‘cies that are pre-

requusite for Cybersecwi’cy scale Functions

Oﬁen result in serious secwi’cy vulnerabilities

Oﬁen result in “Purposeﬁd Evasion” of Security

Measures
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» MUST provide sophisticated Cybersecurity
Framework for;
* Customary Swrveillance of important data &
informaﬁon elements
* Customary Real-time Access Controls for data

& 'mformaﬁon
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* Command & Contvol System:

delivers speed and accuracy that is not
possible with manual systems.

e Automation also delivers cost benefits by
reducing or eliminating the time required

for manual processes.
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> The ﬁrst stage (s usua”y comp letely manual

> The second stage automates one or more of the
ﬁmcﬁons

> The third stage automates more ﬁmcﬁons

> The fourth stage relies on strategic input and then
ﬁdﬁ“s most of the ﬁmcﬂons automaﬁca“y.




Cybersecurity and

C4i

For Cybersecurity — C4i Capability Assumes a Whole New Dimension

Centralization o Command & » Key DACE D Functions Fov
Control System is Cssential Chpective Cybersecuvity:

O Centra

ALL Critical Functions MUST be

. O Centra
Centralized to avoid “Unauthorized” or

“Chaotic” changes in System Behavior 9 Lot

O Centra
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ized 360° View of ncidents — Realtime
ized Incident Response — Realtime

ized Data Class 'gﬁcaﬁon — Automated
lized Policy Generation — Automated

lized Access Control — Automated

ized GRC Enforcement — Automated



For Cybersecurity — C4i Capabil

Cybersecurity and C4i

Centralization of Key DAEP

Functions is Cssential to

Sliminate;

O Malicious Misclassification of Data and

Information

O Mal
O Mal

icious Misconfiguration of Policy

icious Misauthorization of Access

O Mal

icious Misconduct of GRC Enforcement

ty

Assumes a Whole New Dimension

> C4i - More than just a
Oisnalization < Lool;

O Centralized Data Classification —
Eliminates Purposeful Misclassification

O Centralized Policy Generation —
Eliminates Purposeful Misconfiguration

O Centralized Access Control —
Eliminates Purposeful Misauthorization

O Centralized GRC Enforcement —
Eliminates Purposeful Evasive Misconduct



Key Features of C4i System — Cyberwarfare and Cyberdeiense

Centvalized Classification of
Data & Content
tion and

Centralized control on Data 1dentifica

Data Classification is a MANDATORY feature of
any Cybersecurity Platform

NOTE: Centralized control on Data ]den‘ciﬁcation &
Class iﬁcaﬁon eliminates ‘Manual Class iﬁcaﬂon and
Tagging’ ]process involving individuals hence
enab[ing amore sop histicated and less ervor-prone

Class iﬁca‘cion paradigm.

This also eliminates the possibility of “Purposeful
Misclassification” of data/content thus reducing the
risk of “Malicious Data Leaks”.

Centralized Cjenevation of
Policies

Centralized control on Policy Generation is a
MANDATORY feature of any Cybersecurity
Platform

NOTE: Centralized control on Policy Generation (s
critical for succesgﬁil Cyloersecwi’cy regime. DLP
Policies are inherenﬂy more comp lex and require
deeper unders’cand'mg of sop histicated use case
scenarios in order to ascertain acceptab le level of
“Comp leteness” and “Use Case Coverage”.

This also eliminates the possibility of “Purposeful

Misconfiguration” o[f policies thus reducing the risk of
“Malicious Data Leaks”.



Key Features of C4i System — Cyberwarfare and Cyberdeiense

Centralized Access Control | Centralized GRC Enfovcement

Centralized Control on Access Control Primitives Centralized Control on GRC Enforcement is a

is a MANDATORY feature of any Cybersecurity MANDATORY feature of any Cybersecurity Platform

Platform
NOTE: Centralized Access Control eliminates manual NOTE: Traditional GRC Systems are typica“ focuged on
enumeration of Access Control Primitives and reliance on document routing and workﬂow. They are either dependen’c
the Policy deftnition process — both of the two approaches on third party data security tools or rely heavily on the
S extvemely cumbersome and constrained in its abi[i‘ty to Standard Operating Procedures — both of the two
provide the requisite coverage of“Use Case Scenarios” in approaches S extreme[y cumbersome and constrained in its
sophisticated real-life DLP deployments. ability to provide the requisite coverage of “Use Case

Scenarios” in Sophis’cica’ced Vea[-l'gfe DLP dep [oymen‘cs.

This also eliminates the possibility of “Purposeful Misauthorization” : L e « :
of Access Rights to critical pieces of data/content thus reducing the Ml?éiliﬁgts %?égiteejrgfcz(;ﬁé%%gj 9 tgg%%ﬁ&fﬁi’:?ﬁus

possibility of “Malicious Data Leaks”. reducing the possibility of “Malicious Data Leaks”.



]ndus’cry leading Cyloev—swveiﬂance &
Command Control Enforcement System
built from the ground up based on Military
Style centralized command and control
fea’twes.

Delivers 4" Generation Automated DLP
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Centralized Command Control Collaboration & Intelligence for
Cybersecurity in the Enterprise & Cloud

1. Real-time Command & Control

2. Centralized Policies Deﬁnition, Enforcement and Management
3. Centralized Control on Protocols and Data Channels

4. Centralized Access Control Enforcement



Real-time ANALYTICS
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]ndustvy leading Cyber—swveiﬂance &
Command Control Enforcement System
built ﬁfom the gvound up based on Militavy
Style centralized command and control
fea‘twes.

Delivers 4" Generation Automated DLE

Prevention
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Let us show you how
C4i System enables

| 4th Generation Data Leak Prevention
LT angorCIoud
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